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Risk Management Process
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Proactive Risk Management
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Anticipate
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Analyze 8 Why use prospective analysis?
Act = Aimed at prevention of adverse events

= Doesn’t require previous bad experience (patient

harm)

= Makes system more robust

Avoid = JCAHO requirement
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Risk Management Process

Scope, context, criteria

Risk assessment
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FMEA (Failure Mode and Effect Analysis)

Bow-tie Analysis

PSG: SIMPLE Gap analysis
Past incidents HACCP Incident report
Med Rec review HFE Trace
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4

Analysis of incidents

* 3189UaUANTTAl

- Look forward

< b ;’ Risk Analysis
! L/ g 3
a S V1
Al * NM15AATITNNTEUIUNTALANTU Y
- U U

® NITNUNIUANTN Look aside * N15ATIZILINIENA
* NISNUNIULIVSSLTLU AzuNsnYauluazlsa
1aelay trigger tools * MsusaEnIsguarUae

Learn from others

o UNTBUIIN WU
® Patient Safety Goals (SIMPLE)
® List of sentinel events




wsasdianlglwnisszyananies

d
d

oo oon

Strategic Plan

Adverse event reporting

Consultant reports and inspections
Committee reports

Staff meetings and departmental reports
Root Cause Analysis (RCA)

Failure Mode, Effects, & Criticality Analysis (FMECA)
Peer review and quality outcome data
Questionnaires

Brainstorming

Focus Groups

Interviews

NQF’s serious reportable events (SRESs)
The Joint Commission Sentinel Event Alerts
Patient satisfaction surveys

IHI Global Trigger Tool

HA Patient Safety Goals (SIMPLE)
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Similarities and Differences between RCA & FMEA

N@

Similarities
& Interdisciplinary team
& Develop flow diagram

4 Systems focus

& Actions & Outcome
measures

& Scoring matrix
(severity/probability)

4 Triage questions, cause &
effect diag., brainstorming

Retrospective analysis
Reactive (after failure)

Used for complaints, unplanned
deviation

Case analysis
Detect->Investigate->Eliminate RC

Ask what happened and why

Goal: preventing recurrence of problem

Findings may apply only to a specific
care, and may or may nor have broader
implications for the entire system

FMEA

Prospective analysis (what if)
Proactive (prevent before failure)

Used for changes or maodification in
equipment, process

Process analysis
|dentify->Analyze->Prevent

Choose topic for evaluation of failure
modes prior to its implementation

Goal: evaluate impact of changes

Broad impact on entire system, doesn't
require an event prior to study.
Prevents adverse before they happen

Detectability and criticality in evaluation

Emphasis on testing intervention

Healthcare Failure Mode and Effect Analysis SM. Edward J. Dunn, MD, MPH VA National Center for Patient Safety
edward.dunn@med.va.gov www.patientsafety.gov.




FMEA Thought Process

Why does How Serious
that matter? is that?
(=Effect) (= Severity)
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What should What could atlasriuotals
It DO? go wrong?

=Function (=Failure Mode) How do we
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How often does
it still happen?
(=Occurrence)

How could that | 4
Failure Happen? Validation Plan
Modes (=Cause) Or Control Plan
Effects How do Would we
‘ That? =Detection)
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Healthcare FMEA

e | ' ™ "
Healthcare Version - HFMEASM Why HFMEA™?

= (. HFMEA™conceptually easier for process
" ombnpgs. | | evaluation

— Traditional Failure Mode Effect Analysis L -

— Hazard Analysis and Critical Control Point * Def'_n't'ons ar? healthcare-specific

— VA Root Cause Analysis (patient-centric)

8@ The Healthcare Failure Mode * Triages vulnerabilities (hazard matrix)

Effect Analysis Process * Process simplified by decision tree

* Closure with actions, outcomes and

Step 1- Define the Topic management concurrence

Step 2 - Assemble the Team
Step 3 - Graphically Describe the Process

Step 4 - Conduct the Analysis

Step 5 - Identify Actions and Outcome
Measures

Healthcare Failure Mode and Effect Analysis SM. Edward J. Dunn, MD, MPH VA National Center for Patient Safety
edward.dunn@med.va.gov www.patientsafety.gov.




Healthcare FMEA Decision Tree

Criticality
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Proceed to FMEA

Healthcare Failure Mode and Effect Analysis SM. Edward J. Dunn, MD, MPH VA National Center for Patient Safety
edward.dunn@med.va.gov www.patientsafety.gov.



Healthcare FMEA Decision Tree

Patient is being
Transferred to ICU
Isolation Room

Sub Process Steps
A. Apply transfer
acceptance checklist
B. Determine type of
isolation and post

C. Determine
parameters to be
monitored

D. Gather and calibrate
monitor and
accessories (e.g.
transducers)

» physiological monitor

ICU Alarm Example

Monitoring Patient Alarms in ICU Isolation Room

Connect to necessary Brovide cars and

: monitor Alarms
and equipment

Intervene as
appropriate

Sub Process Steps

A. Don Personal
Protective Equipment
B. Connect to ventilator
if appropriate

C. Connect monitoring
devices to patient

D. Set Alarm parameters
as appropriate

E. Test Alarm Broadcast

Sub Process Steps
A. Periodically check
monitor status

B. Respond to alarms

3A

Periodically check
monitor status

Failure Modes

3A1 Did not check status
3A2 Misread or misinterpret
3A3 Partially check

] Respond to

alarms

Failure Modes
3B1 Did not respond
3B2 Respond slowly or late

Healthcare Failure Mode and Effect Analysis SM. Edward J. Dunn, MD, MPH VA National Center for Patient Safety
edward.dunn@med.va.gov www.patientsafety.gov.
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Bowtie Risk Assessment
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Hazard Analysis and Critical Point Control
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Potential
hazards
(P) Physical
{C) Chemical
(B) Biological

Critical
Control
Point
(ccpP)

Record-keeping

Verification of HACCP
food safety plan

Creating corrective actions

Monitoring

Critical
limits

Frequency

Hazard

analysis

Identifying critical
control points

HACCP
principles

Establishing critical
limits

Establishing monitoring procedures

Record-
keeping
procedures

Verification
procedures

Corrective
action

. Hazard Analysis: Identifying potential hazards that

could occur in the food production process.

. Critical Control Points (CCPs): Determining points

in the process where the identified hazards can be
controlled or eliminated.

. Critical Limits: Establishing maximum or minimum

limits at each CCP to control the hazard.

. Monitoring Procedures: Implementing procedures to

monitor the CCPs.

. Corrective Actions: Establishing actions to be taken

when monitoring indicates that a CCP is not under
control.

. Verification Procedures: Applying methods,

procedures, tests, and other evaluations to ensure the
HACCP system is working effectively.

. Record-Keeping and Documentation: Keeping

detailed records to show that the HACCP system is
effective and being followed.

https://www.fooddocs.com/post/haccp-system
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7 Principles of HACCP

Perform a
hazard
analysis

1

Determine
Critical Set Establish a
Control critical monitoring
Points limits system
(ccps)

2

Establish Establish Establish
corrective verification

record-keeping
actions procedures procedures

6 /

Hazard Analysis and Critical Point Control
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Hazard
analysis
Record-keeping

HACCP
principles

Verification of HACCP
food safety plan

Creating corrective actions

Making all food safe to eat.

fooddocs.com

Identifying critical
control points

Establishing critical
limits

Establishing monitoring procedures

FoodDecs
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Cognitive Walkthrough

Define User
Profiles and
Goals

Select Tasks
for Evaluation

Create Task
Descriptions

Walk Through
Each Task

Document
Issues Identified
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Step 1: Begin by asking whether users will
attempt to achieve the goal.

Step 2: Determine if users will notice the
available action. Is the interface designed to
draw attention to the necessary controls?
Step 3: Consider whether users can associate
the correct action with the desired outcome.
Step 4: Evaluate whether users will receive
adequate feedback once they take the correct
action. Does the system indicate that progress
is being made toward the task completion?
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https://trymata.com/blog/cognitive-walkthrough/




Human Factors

https://youtu.be/aGZz3w5Hy8Y?si=ztt-zDsE5S5mzn9ghV
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